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1
Decision/action requested

It is proposed to add a new key issue to the living document on “Security of PLMN/RAT selection policies for roaming”.
2
Detailed proposal

The document discusses the security threats related to the delivery of network steering information to the UE without NAS security between the UE and VPLMN. 
3
pCR

*** FIRST CHANGE *** 

Living Document
1. 1.
References

[x]
3GPP TR 24.890: "5G System – Phase 1; CT WG1 Aspects ". 

[y]
3GPP TS 23.122: "Non-Access-Stratum functions related to Mobile Station (MS) in idle mode ". 
*** SECOND CHANGE *** 

3. 
Key Issues
Editor’s Note: This clause will capture the key issues with potential security requirements
3.z
 Key Issue #z: UE behaviour on failing integrity check
3.z.1
Key issue details

TR 24.890 [x] v15.0.0 describes three alternative solutions for steering of UE in VPLMN via NAS signalling. All three solutions assume that the steering information is integrity protected between the UE and HPLMN, and if the integrity verification fails, there are consequences to the VPLMN. For example, the UE may add the registered PLMN to the forbidden PLMNs list and perform PLMN selection as specified in 3GPP TS 23.122 [y], or the UE may consider the offending VPLMN as least prioritized PLMN. The assumption seems to be that the VPLMN modified the list, not an attacker. 
3.z.2
Security threats

The attacker modifies the steering information, and causes the failure of integrity protection between the UE and the HPLMN. 

The attacker can also add a fake steering information with invalid MAC, and cause the integrity protection failure in the UE even if the steering information was not present. 

The attack is a variant of a denial-of-service attack towards the VPLMN. VPLMN gets into the forbidden PLMNs list. 
3.z.3
Potential security requirements
The network steering information shall be integrity protected between the UE and the VPLMN. 
Within the unprotected Registration procedure, the network steering information shall not be sent to the UE before the authentication has been completed successfully, and NAS security has been turned on between the UE and the VPLMN. 
*** END *** 

